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1. Registration

Before you can use the goAML application, you need to register as a user.

S POLIISI

KESKUSRIKOSPOLIISI
Centralkriminalpolisen
National Bureau of Investigation

Registration can be performed by selecting either “Register an Organisation” (3 options)

or “Register a user” from the “Register” menu on the front page.

Rahanpesun se vittelykeskus - limoitussovellus
Centralen for u'redning av penningtvatt - Webbapplikation

Financial Intell gence Unit - Web Application

Tel. +358 205 486 833 (arki. n/vardagar/weekdays 08-16)  goaml.krp(a)poliisifi

LOGIN >>

Rekistersitynfinen Registrering
Uuden tulee avenny sker
aloittaa organisafffion efter att man har registrerat
rekistercinnista fRekisteroitymisohje ohjaa tassa  organisationen. Registreringsmanualen ger er
tehtavassa information gallande detta
Uusi kayttajaffPkisteroityy ensin kayttajaksi ja En nyt anvandare registreras som en anvandare
imoitusvelvdllisen paakayttaja hyvaksyy hanet och efter det accepterar Admin han/henne som
kayttajaksi en anvandare
Tama sivffto kayttaa kaksivaineista Denna sida anvander tva stegs
tunnistayllimista. Ohje loytyy taalta verifiering. Manualen finns har.

Register

© 2022 UNODC, All rights reserved. Version 4.8.3.0

Register an Organisation

Supervisory Body

Description hint for Supervisory Body

Register a User

User (Reporting Entity)

Register as a user of an existing organisation.

Registering a new Reporting entity should be
started by registering the organisation
first. Registration manual wil give you guidance

Anew user registers first as an user and then the
admin of the Reporting entity approves him/her

This site uses Two Factor Authentication.

Stakeholder

Description hint for Stakeholder
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1.1. Register as an organization

Under Register 2 Reporting entity, you can register an organization as a user of the
application. The first user of the organization will automatically become the Admin User
for the rest of the users in the same organization. The Admin of the organization can
master the roles of the other users inside the organization.

1.1.1. Reporting entity information

1. Reporting Entity Reporting Entity

o ganization Business Type is required Name is required
2. Administrator ‘

|
3. Attachments Email is required! ‘

Fill out all the required fields (marked with the red color):

- Organization business type: From the drop-down list, select the business type of
the company that you represent.

- Name: The name of the organization

- Acronym: the type of the company, for example, Ltd.

- Email: Preferably an official email address of the registering party, if they have one.
- Swift/Bic: Banks enter a Swift/BIC code, others enter a Business ID.

- Is financial?: Organizations that operate in the credit, capital and insurance
markets and offer payment services, such as banks and insurance companies.
Parties that are not financial can be, for example, car traders, jewellers or gambling
companies.

- Add the address and telephone numbers by clicking the green button.

s
When you have filled out all required fields, the red bar will turn green. Now you can
move on to “2. Administrator” I

I 1. Reporting Entity
I 2. Administrator
I 3. Attachments

4. Preview and Submit

Cannot submit until the form is complete

3
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1.1.2. Administrator

1. Reporting Entity Administrator

It User Name s 1
2, Administrator ‘

||
3. Attachments First Name is required ‘ ‘ Last Name is required

4. Preview and Submit

nnot submit until the form is complete

The administrator of the organization will automatically become the Admin User for the rest
of the users in the same organization. The Admin of the organization can master the roles
of the other users inside the organization. The Admin-role can also be added to other
users.

Fill out all the required fields (marked with the red color):

- User name: this will be your personal user name and should not be given to
anyone else. When choosing a user name, you should choose a “simple” user
name, which is easy to remember. Your username will be visible in the application
for the other users. Don't use your Social Security number or ID number as
your username.

- Password: Create a combination of characters secure enough as your password.

- Confirm password

- First name: Fill out your first name(s)

- Last name: Fill out your last name/ surname

- Email: Fill out your personal email address. The confirmation of the registration will
be sent to this address, as well as possible password reset messages.

- Add an address or/and a phone number by clicking on the green . button.

It is important to add a direct telephone number so that FIU-Finland can contact the person
for further information or for clarifying a possible problem related to a report, if necessary.
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1.1.3. Attachments

It is possible to send attachments at the time of registration. Click on “3. Attachments”

and choose which attachments you want to send.
Note, that attachments aren’t usually required at the time of registration. This is the reason

for the bar to be green automatically.

I 1. Reporting Entity
I 2. Administrator

I 3. Attachments

4. Preview and Submit
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1.1.4. Preview and submit

When clicking on “4. Preview and Submit”, an overview of all the entered data will open.

At this point it is still possible to add, remove or change data you have entered, by clicking
on the section, for example “2. Administrator”.

I 1. Reporting Entity
I 2. Administrator

3. Attachments

4. Preview and Submit

B _ CAPTCHA-code

Enter the code above in the box below.

Submit New Organisation

When all the data is checked and filled out right, the CAPTCHA-code has to be entered.

Enter the CAPTCHA-code in the box below the numbers. If the numbers are unclear, click
the E button, and a new set of numbers will appear.

When the CAPTCHA-code is entered, click the “Submit New Organization” button. The
form is now submitted.

A confirmation email is sent to the email address you entered in the registration form.

The registration will be checked at Financial Intelligence Unit and the organization
approved as a user of the application. An email is sent, once the registration is approved.

After the approval, you can log in to the application with your personal user name and
password.

Organization ID (RAP-ID): An ID is created automatically for every organization when it is
registered. The administrator of an organization can check the ID by logging in to the
application (My goAML - Organization). You can also check the ID by calling FIU Finland
(tel. +358 295 486 833).
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1.2. Register as a User of an existing organization

If you want to register as a new user of an existing (already registered) organization, select
“User (Reporting Entity)”.

1.2.1. User information

I 1. User (Reporting Entity) User (Reporting Entity)

ai

I I — User Name is required Password is requiredt Confirm Password s required
: \ || | | | | |

I 3. Preview and Submit Title First Name is required

Last Name is raquired Email is required!
SSN Nationality

Cannat submit untilthe form is complete Bt Date

dd/MM/yyyy [2)

@ Occupation ID Number Passport Number Passport Country

+ Addresses

+ Phones

Fill out all the required fields (marked with the red color):

- Organization ID: An ID is created automatically for every organization when it is
registered. The administrator of your organization can check the ID by logging in to
the application (My goAML -> Organization). You can also check the ID by calling
FIU Finland (tel. +358 295 486 833).

- User Name: this will be your personal user name and should not be given to
anyone else. When choosing a user name, you should choose a “simple” user
name, which is easy to remember. Your username will be visible in the application
for the other users. Don't use your Social Security number or ID number as
your username.

- Password: Create a combination of characters secure enough as your password.

- Confirm Password

- First Name: Fill out your first name(s)

- Last Name: Fill out your last name/ surname

- Email: Fill out your personal email address. The confirmation of the registration will
be sent to this address, as well as possible password reset messages.

- Add an address or/and a phone number by clicking on the green + button.

It is important to add a direct telephone number so that FIU-Finland can contact the person
for further information or for clarifying a possible problem related to a report, if necessary.
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1.2.2. Attachments

When you have filled out all the User information the red bar will turn green and you can
move on to “2. Attachments”.

1 User (Reporting Entity) I 1. User (Reporting Entity)

I 2. Attachments

2. Attachments
3. Preview and Submit
Cannot submit until the form is complete 3. Preview and Submit

Note, that attachments aren’t usually required at the time of registration. This is the reason
for the bar to be green automatically.
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1.2.3. Preview and Submit

When clicking on “3. Preview and Submit”, an overview of all the entered data will open.

At this point it is still possible to add, remove or change data you have entered, by clicking
on the section, for example “1. User (Reporting Entity)”.

I 1. User (Reporting Entity)
I 2. Attachments

3. Preview and Submit

B @ oo

Enter the code above in the box below.

Submit New User

When all the data is checked and filled out right, the CAPTCHA-code has to be entered.
Enter the CAPTCHA-code in the box below the numbers. If the numbers are unclear, click
the E button, and a new set of numbers will appear.

When the CAPTCHA-code is entered, click the “Submit New User” button. The form is
now submitted.

A confirmation email is sent to the email address you entered in the registration form.

The registration will be checked by the ADMIN of your organization and you will be
approved as a user of the application.

If the ADMIN encounters problems when approving the registration, call the Financial
Intelligence Unit (tel. +358 295 486 833) for support.

An email is sent, once the registration is approved.

Note, after the approval, you can log in to the application with your personal user name
and password.
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1.3. Register as a Stakeholder

Choose Stakeholder, if you are not going to submit reports but use the WEB Application
for exchanging messages with FIU Finland.

1.3.1. Organization information

I 1. Stakeholder Stakeholder
— Organization Business Type is required! Name is required! acronym is required!
2. Administrator ‘ ‘ ‘ | ‘
I 3. Attachments Email is required Swift/Bic
‘ ‘ Ois financial
I 4. Preview and Submit .
neoip. Num Commercial Name
Cannot submit until the form is complete
comp. State
+ Addresses
+ Ph

Fill out all the required fields (marked with the red color):

- Organization Business Type: From the drop-down list, select the business type of
the company that you represent.

- Name: The name of the organization.

- Acronym: the type of the company, for example, Ltd.

- Email: Preferably an official email address of the registering party, if they have one.
- Add an address or/and a phone number by clicking on the green * button.

When you have filled out all required fields, the red bar will turn green. Now you can

move on to “2. Administrator”
1. Stakeholder

\ _

I 3. Attachments
I 4. Preview and Submit

Cannot submit until the form is complete

Cancel

10
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1.3.2. Administrator information

1. Stakeholder Administrator

- User Name is required
2, Administrator ‘

3. Attachments First Na

4, Preview and Submit " = N o
s Nationality Occupation

Birth Date
Cannot submit until the form is complete dd/MM/yyyy E‘

D Number Passport Number Passport Country

+ Addresses

+ Phones

The administrator of the organization will automatically become the Admin User for the rest
of the users in the same organization. The Admin of the organization can master the roles
of the other users inside the organization. The Admin-role can also be added to other
users.

Fill out all the required fields (marked with the red color):

- User name: this will be your personal user name and should not be given to
anyone else. When choosing a user name, you should choose a “simple” user
name, which is easy to remember. Your username will be visible in the application
for the other users. Don't use your Social Security number or ID number as
your username.

- Password: Create a combination of characters secure enough as your password.
- Confirm password

- First name: Fill out your first name(s)

- Last name: Fill out your last name/ surname

- Email: Fill out your personal email address. The confirmation of the registration will

be sent to this address, as well as possible password reset messages.
+

- Add an address or/and a phone number by clicking on the green button.

It is important to add a direct telephone number so that FIU-Finland can contact the person
for further information or for clarifying a possible problem related to a report, if necessary.

11
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1.3.3. Attachments

It is possible to send attachments at the time of registration. Click on “3. Attachments”

and choose which attachments you want to send.
Note, that attachments aren’t usually required at the time of registration. This is the reason

for the bar to be green automatically.

I 1. Stakeholder
I 2. Administrator

I 3. Attachments

4. Preview and Submit

12
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1.3.4. Preview and Submit
When clicking on “4. Preview and Submit”, an overview of all the entered data will open.

At this point it is still possible to add, remove or change data you have entered, by clicking
on the section, for example “2. Administrator”.

I 1. Stakeholder

I 2. Administrator

3. Attachments

4. Preview and Submit

E) — CAPTCHA-code

Enter the code above in the box below.

Submit New Organisation

When all the data is checked and filled out right, the CAPTCHA-code has to be entered.

Enter the CAPTCHA-code in the box below the numbers. If the numbers are unclear, click
the E button, and a new set of numbers will appear.

When the CAPTCHA-code is entered, click the “Submit New Organization” button. The
form is now submitted.
A confirmation email is sent to the email address you entered in the registration form.

The registration will be checked at Financial Intelligence Unit and the organization
approved as a user of the application.

An email is sent, once the registration is approved.

Note, after the approval, you can log in to the application with your personal user name
and password.

13
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Choose “Supervisory Body” to register a supervisory organization, for example FIVA

(Finanssivalvonta).

1.4.1. Organization information

acronym s required:

I 1. Supervisory Body Supervisory Body
= # Organization Business Type Name is required
2. Administrator ‘
I 3. Attachments Em,
‘ ‘ Dis financial
I 4. Preview and Submit .
Incarp. Num Commercial Name
Cannat submit until the form is complete
ncorp. City incorp. State
+ Addresses
+ Phones

Swift/Bic

Incorporation Legal Form

Fill out all the required fields (marked with the red color):

- Name: The name of the organization.

- Acronym: the type of the company, for example, Ltd.

- Email: Preferably an official email address of the registering party, if they have one.

- Add an address or/and a phone number by clicking on the green * button.

When you have filled out all required fields, the red bar will turn green. Now you can

move on to “2. Administrator”

L I 1. Supervisory Body

I 2. Administrator
3. Attachments

I 4. Preview and Submit

Cannot submit until the form is complete

Cancel

14



1.4.2. Administrator information

1. Supervisory Body Administrator

2. Administrator ‘

3. Attachments First Name is required

Last ! 5 required £mail is required Gender
Birth Date SSN Nationality

4. Preview and Submit

Cannat submit until the form is complete

+ Addresses

+ Phones

The administrator of the organization will automatically become the Admin User for the rest
of the users in the same organization. The Admin of the organization can master the roles
of the other users inside the organization. The Admin-role can also be added to other
users.

Fill out all the required fields (marked with the red color):

- User name: this will be your personal user name and should not be given to
anyone else. When choosing a user name, you should choose a “simple” user
name, which is easy to remember. Your username will be visible in the application
for the other users. Don't use your Social Security number or ID number as
your username.

- Password: Create a combination of characters secure enough as your password.

- Confirm password

- First name: Fill out your first name(s)

- Last name: Fill out your last name/ surname

- Email: Fill out your personal email address. The confirmation of the registration will
be sent to this address, as well as possible password reset messages.

- Add an address or/and a phone number by clicking on the green < button.

It is important to add a direct telephone number so that FIU-Finland can contact the person
for further information or for clarifying a possible problem related to a report, if necessary.

15
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1.4.3. Attachments
It is possible to send attachments at the time of registration. Click on “3. Attachments”

and choose which attachments you want to send.
Note, that attachments aren’t usually required at the time of registration. This is the reason

for the bar to be green automatically.

1. Supervisory Body

I 2. Administrator

3. Attachments

Cancel

16
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1.4.4. Preview and Submit

When clicking on “4. Preview and Submit”, an overview of all the entered data will open.

At this point it is still possible to add, remove or change data you have entered, by clicking
on the section, for example “2. Administrator”.

I 1. Supervisory Body

I 2. Administrator

3. Attachments

4. Preview and Submit

B @ occod

Enter the code above in the box below.

Submit Mew Organisation

When all the data is checked and filled out right, the CAPTCHA-code has to be entered.

Enter the CAPTCHA-code in the box below the numbers. If the numbers are unclear, click
the E button, and a new set of numbers will appear.

When the CAPTCHA-code is entered, click the “Submit New Organization” button. The
form is now submitted.
A confirmation email is sent to the email address you entered in the registration form.

The registration will be checked at Financial Intelligence Unit and the organization
approved as a user of the application. An email is sent, once the registration is approved.

After the approval, you can log in to the application with your personal user name and
password.

Organization ID (RAP-ID): An ID is created automatically for every organization when it is
registered. The administrator of an organization can check the ID by logging in to the
application (My goAML - Organization). You can also check the ID by calling FIU Finland
(tel. +358 295 486 833).

17
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2. Logging in

2.1. Logging in with the Email One Time password

In order to log in, go to EESElN =20 0N the main page and the window below will open.
Enter your username and password and click “LOGIN”

Centralkriminalpalisen
National Bureau of Investigation

Ra
="
' KESKUSRIKOSPOLIISI

Please sign in with your username and password. If
you do not have a username and password you have
to register before logging in.

Juser Name

Password

- I -

When you have clicked “LOGIN” a new window will open. By clicking on “Use fallback
authentication” a code will be sent to your email address. It may take a little moment for
the email to be delivered.

This code is only valid for a couple of minutes, and the expiry time is mentioned in the
email. If the time window for the login expires, restart the login process from the beginning.

A

=2

p 0 L I I s I Dear John,

KESKUSRIKOSPOLIISI Please use the following verification code for authorization on goAML Web
Centralkriminalpolisen (http://iimoitus.rahanpesu.fi/Account/TwoFactor):

National Bureau of Investigation
- 34827

This code is valid until 10.55.34
You login is protected with an authenticator app.
Enter your authenticator code for

ilmoitus_rahanpesu_fi below.

Code

Use fallback authentication

LOGIN >>
= =

18
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2.2. Logging in with the Google Authenticator

For more detailed instructions, please read the “TwoFactorAuthentication” manual.

In order to log in, go to “LOGIN” on the main page and the window below will open.

Enter your username and password and click “LOGIN”

A

2 pPOLIISI
o)

' KESKUSRIKOSPOLIISI

Centralkriminalpalisen
National Bureau of Investigation

Please sign in with your username and password. If
you do not have a username and password you have
to register before logging in.

Jser Name

goAMLweb asks for a Google Authenticator code. Find the code from the app, enter it and
click “LOGIN”

10:00 oUE4dN

,,,;,;, p 0 L I I s I Google Authenticator

KESKUSRIKOSPOLIISI

Centralkriminalpolisen g b
National Bureau of Investigation OAM Lwe

464 614 o
You login is protected with an authenticator app.
Enter your authenticator code for

ilmoitus_rahanpesu_fi below.

Code

Use fallback authentication |_

LOGIN >>
= =

Ready. You have logged in.

If the Authenticator code is not available (or does not work), click the “Use fallback

authentication” button and continue as described in chapter 2.1. “Logging in with the Email
One Time Password”.

19
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2.3. Forgotten password and releasing password

If you forget your password, you can reset it in the application as follows:

A

POLIISI
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Press "LOGIN” on the main page

Click the "Forgot Password" - button on the
login page

Fill in the “User Name”, “Email address”,
“CAPTCHA-code” and click “Submit". Please sign in with your username and password. If

you do not have a username and password you have
to register before logging in.

NOTE! If the CAPTCHA- characters are not )
clear enough, tap [Jf]-button, which gives a [ Prriore
new series of numbers. sword

Open the Email and tap the link in the

message. Close

A page will open in the browser, where you
must enter your User Name, Email address
and a new password.

Login in to the goAMLweb using your new
password.

User Name: | |

Email:

CAPTCHA-code

|Enler the code above

A password can also be reset by contacting FIU Finland (email address:
goaml.krp@poliisi.fi, telephone number: +358 295 486 833).

20



